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Overview
• What is a Formal Method?
• What is Sub-Group 6?
• What are the issues with DO-178B/ED-12B?
• What were the proposed changes for DO-
178C?
• Questions
So what is a Formal Method??
• A mathematically based technique for the 
specification, development and verification 
of software and hardware systems 
– Wikipedia
• It provides a formal language for describing 
a software artefact such that formal proofs 
are possible 
– Data & Analysis Centre for Software
Goal of Formal Methods (from DO-178B/ED-12B)
• Formal methods are complementary to testing. 
– Testing shows that functional requirements are satisfied 
and detects errors, and formal methods can be used to 
increase confidence that anomalous behavior will not occur 
under all circumstances.
• Formal methods may be applied to software development 
processes with consideration of these factors:
– Which levels of the design requirement to apply it to
– Which areas of the system would benefit most
– The degree to which it will be applied
To prevent and eliminate requirements, design and code 
errors throughout the software development processes. 
What can it do for me?
• Improve requirement quality
– Reduce specification errors
– Meet requirement standards
– Provide better baseline for maintenance 
• Allow verification techniques which fully explore the 
behaviour of the design 
• Provide a basis for maximising the effectiveness of 
testing
What can’t it do?
• As yet it cannot establish verification evidence for 
the target hardware 
(This means a good understanding of source to object code 
traceability and complimentary in-target testing is required)
• It cannot ensure that a Formally specified 
requirement correctly meets its non-formal parent 
requirement(s)
• It cannot verify anything that is not explicitly 
stated as a property to be verified 
What is Sub-group 6
Sub-Group 6 is one of 7 sub-groups of Working Group 71 (Special Committee 205).
It is one of 4 which are producing technology supplements to complement DO-178C.
Scope:
Formal methods - Descriptive notations and analytical methods used to construct,
develop, verify and reason about mathematical models of system behavior.
Includes:
– Formal specification of life cycle artifacts
• a clearly defined syntax
• complete, precise defined semantics
– Formal derivation of life cycle artifacts
– Formal analysis of life cycle artifacts
• Static analysis where the method involves a mathematical model
• Theorem proving
• Model checking
Does not include:
– Use of ad hoc heuristic methods; e.g. checking for specific coding constructs that have 
been deemed inappropriate
• Chaired by Kelly Hayhurst (NASA) and Duncan Brown (Rolls-Royce)
• CAST representative: Gary Horan (FAA)
• Advocates, practitioners and academics
– Peter Amey (Praxis)
– Robert Annis (Smiths)
– Philippe Baufreton (Hispano-Suiza)
– Martin Beeby (Seaweed Systems)
– Guy Berthon (Thales)
– Darren Cofer (Rockwell Collins)
– Herve Delseny (Airbus)
– Vincent Dovydaitis (Foliage)
– Louis Fabre (Eurocopter)
– Leonard Fulcher (TTTech)
– Ibrahim Habli (University of York)
– Michael Hennell (LDRA)
– Michael Holloway NASA)
– Jeffrey Joyce (Critical Systems Lab)
– Cyrille Rosay (EASA)
– Jamel Rouahi (Centre d'Essais Aéronautique de Toulouse)
– Martin Schwarz (TTTech)
– Christel Seguin (ONERA)
– Jean Souyris (Airbus)
– Elisabeth Strunk (Aerospace)
– Nick Tudor (Qinetiq)
– Rob Weaver (NATS)
– Mike Whalen (Rockwell Collins)
– Virginie Wiels (ONERA)
– Berndt Wloczyk (Airbus)
Who is in the team?
Progress: Meetings held so far and for 2008
2005
• Washington DC
30th March – 1st April  
12 attendees
• Brussels
24th – 27th October 
14 attendees
2006
• Long Beach
24th – 28th April   
15 attendees
• Toulouse
11th – 15th September
14 attendees
2007
• Derby
24th – 25th January
12 attendees
• Daytona Beach
19th – 23rd March 
12 attendees
• New Orleans
23rd – 24th July
9 attendees
• Malvern
19th – 20th November
6 attendees
• Internet work available at: http://ultra.pr.erau.edu/SCAS/dispatch.cgi/sg6
2008
• Vancouver
14th – 18th January
• ??
March
• ??
June 
• ??
September
• US
October
Progress: Information Papers
IP601: A Technology Neutral Section 6
– Updates for DO-178C core document
– Currently abandoned due to lack of consensus
Formal Methods Technology Supplement
– Technology Supplement for DO-178C
– In work currently (Was on hold pending IP601)
Formal Methods Discussion Paper
– Case studies and supporting examples of the successful use of Formal Methods 
on aerospace projects for 
DO-248C 
– Being worked in parallel with technology supplement
What are the issues raised against DO-178B?
• No recognised guidance for the applicants 
who wish to use Formal Methods for a 
project
• No recognised guidance for the authorities 
who are asked to certificate a Formal 
Methods project
• Little accessible information to allow developers to consider the 
advantages of a Formal Methods approach
• Specifically guidance on:-
– The possibility of using proof rather than test to meet some 
of the objectives of DO-178B/ED-12B
– Objectives for a Formal Methods approach as opposed to 
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The Verification Process – Level E
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IP601 - The New Verification Goals
Verified Software
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VE = Verification Environment
VP = Verification Procedures
VCs = Verification Cases
VR = Verification Results
VCv = Verification Coverage
IP601 – Section 6: Old -> New
6.0 SOFTWARE VERIFICATION PROCESS 
6.1 Software Verification Process Objectives 
6.2 Software Verification Process Activities 
6.3 Software Reviews and Analyses
6.3.1 Reviews and Analyses of the High-Level Requirements 
a. Compliance with system requirements
b. Accuracy and consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Traceability
g. Algorithm aspects
6.3.2 Reviews and Analyses of the Low-Level Requirements 
a. Compliance with high-level requirements
b. Accuracy and consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Traceability
g. Algorithm aspects
6.0 SOFTWARE VERIFICATION PROCESS
6.1 Software Verification Process Objectives
6.2 Software Verification Process Activities 
6.3 Verification Activities for the High-Level Requirements
a. Compliance with system requirements
b. Accuracy and consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Traceability
g. Algorithm aspects
6.4 Verification Activities for the Low-Level Requirements
a. Compliance with high-level requirements
b. Accuracy and consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Traceability
g. Algorithm aspects
IP601 – Section 6: Old -> New
6.3.3 Reviews and Analyses of the Software Architecture 
a. Compliance with high-level requirements
b. Consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Partitioning integrity
6.3.4 Reviews and Analyses of the Source Code 
a. Compliance with low-level requirements
b. Compliance with the software architecture
c. Verifiability
d. Conformance to standards
e. Traceability
f. Accuracy and consistency 
6.3.5Reviews and Analysis of the Outputs of the Integration 
Process
6.5 Verification Activities for the Software Architecture
a. Compliance with high-level requirements
b. Consistency
c. Compatibility with the target computer
d. Verifiability
e. Conformance to standards
f. Partitioning integrity
6.6 Verification Activities for the Source Code
a. Compliance with low-level requirements
b. Compliance with the software architecture
c. Verifiability
d. Conformance to standards
e. Traceability
f. Accuracy and consistency
6.7 Verification Activities for the Executable Object Code
a. Completeness and correctness
b. Compliance with the high-level requirements
c. Robustness for high and low-level requirements
d. Compliance with the low-level requirements
e. Compatibility with the target computer
6.7.1 Test Environment
6.7.2 Requirements-Based VerificationTest Case Selection
IP601 – Section 6: Old -> New
6.3.6 Reviews and Analyses of the Test Cases, Procedures, 
and Results
a. Test cases
b. Test procedures
c. Test results 
6.4 Software Testing Process 
6.4.1 Test Environment
6.4.2 Requirements-Based Test Case Selection
6.4.2.1 Normal Range Test Cases
6.4.2.2 Robustness Test Cases
6.4.3 Requirements-Based Testing Methods
6.4.4 Test Coverage Analysis
6.4.4.1 Requirements-Based Test Coverage Analysis
6.4.4.2 Structural Coverage Analysis
6.4.4.3 Structural Coverage Analysis Resolution
6.8 Reviews and Analyses of the Test Cases, Procedures and 
Results
a. Analysis and Test cases
b. Analysis and Test procedures
c. Analysis and Test results 
6.8.1 Coverage Analysis
6.8.1.1 Requirements Coverage Analysis
6.8.1.2 Structural Coverage Analysis
6.8.1.3 Structural Coverage Analysis Resolution
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